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1. Overview

CloudNode is an Internet of Things platform which is based on the Arduino, it
includes sensors, wireless communications, gateways and internet services, to gives you
the whole solution about 10T home and helps the user quickly build smart home network
and achieve a certain logic control. It will be convenient to create a smart home system
such as remote human monitoring, remote distance and temperature measurement, etc. by

using the Cloud.Node platform.

Cloud Node communicate with Atom Node via X bee compatible module, and
communicate with internet viaWi-Fi, it will be very convenient to upload the signal data
that collected by Atom to the cloud, or even take simple control to the Atom. Thiswill be

aconvenient and easy-to —use intelligent Internet of Things solution.
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Figure 1-1 Node's working diagram

After reading the Cloud.Node user manual, you can:
» Get more information of Cloud Node and its working process;

» Use Cloud Node with Xively to remotely check the Node network’s sensor

values;
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Next, we'll gradually introduce the instructions. After that, there is an example for
you to get deeper understanding about how to make CloudNode up and running. We
recommended that you first read thefirst five chapters, and then follow the example

in chapter six step by step to operate.

2. Hardware

Ethernet: Ethernet port, use for connect to PC

Power: Power Input(9-12V)

Wi-FiLED: Wi-Fi indicator

Wan LED: Light indicate connected to PC

Init LED: Initiaizeindicator, on indicateinitializing, off indicate initialized
User: user led, had not been defined yet

Pwr LED: power

3. Sign-up a Xively Account

Xively isageneric Internet of Things platform which mainly provides sensor data
access, storage and display service. It provides a platform of Internet of Things project
for all lovers of open source software and hardware, manufacturing enterprises, making
them be able to deliver the electronic projects without caring about the implementation
details, operation and maintenance of the server. So far, Xivelyisthe major cloud data

storage platform used in the Cloud Node.
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4. Configure Cloud Node

Connect PC to Dragino with wire, power on it and wait for the Dragine’s middle

LED (which has aglobe icon) going out.

Notice: This process needs about 2 minutes. Please wait!

Input 192.168.255.1, and log on to Dragino configuration page. After setting the
sensor and the inside content of Wi-Fi, the Cloud Node will up and running. If you are
familiar with the content of the other options, it will bring you more convenience. But it's
not necessary.

4.1 Sensor Settings

Click the option of Sensor:

€ 5 @ [1192.168.1.105/cgi-bin/luci/sensor
) Raspbernfi [0) SBE () FEHE @EE [ Pthon [ processing () Temp.

DRAGING

ToT Server Configure

Enable IoT Service
i Saeden
| Intsmet Connsction to xively.com up
APl Key iS-_pit\VxSGPEID-alXx3) SAKx5L01kV]
i o —

Figure 2-1 Configure Sensor
Main Settings:
» Save Sensor Data to Local File: whether save the sensor data to local file or not
» Sensor Data Location: choose this option means saving sensor data to /var/log/sensor.log

loT Server Configure:

> Enable loT Service: whether open cloud service

» loT Service: choose cloud server, Xively

> APl Key: created while sign in that mentioned in the first chapter
> Title: prefix of the device name uploaded to cloud
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Devices List
et are connacted to Draging

Sensor Mame Grave = Tilt Switch Sensor
Actuator Name Grove - OLED 9696
POST URL http://api.yeelink.nat/v1.0/device/I066/sensor/ 4337/ datapoints

Grove - Light Sensar
Actuator Name

POST LRL http://api.yeelink.net/v1.0/davice/3091/sensor/ 4340/ datapoints
Deyice ID: 1
Sensor Name Growi = Slide Potentiometer

Actuator Name

POST URL hittp:/fagiyechnk.net/v1, 0 device/ 3171 sensor/ 4438/ datapoints

Device [D: 10

Sensor Name Grove - Ulrasonic Ranger
Actuator Name

POST URL http://api.yeslink.nat/v1.0/davice/1201/senszor/ 4492/ datapoints

Figure 2-2 Device List

Devices List:

Hereisalist of the devices which has been added to AtomNode. From the list, we
can see clearly that this Cloud has added 4 devices. And also, each device’'s Device ID,
Sensor Name, Actuator Name and Post URL are clear. Post URL is Xively. So it doesn’t
need any operation.

Click the Save button for saving at the lower right corner, then, configure Wi-Fi.

Notice: All of the content in the Devices List do not require the users to edit. They are automatically added when
Atom Node added.

4.2 Wi-Fi Settings
First of al, let’s assume that the Cloud Node is working in aWi-Fi environment, and,
of course, you have got the Wi-Fi password. Click the Wi-Fi option, the following screen

will pop up:
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Wifi

Here you can configure installed wifi devices.

Network Name (ESSID) [chinaNet-edwin |

. Encryption [WPA-PSE/WPA2-PSE Mixed Mode [=]
| Key [BCDABCDABCDABCD |

(@ 40bit/104bit WEP is autodetected based on key length. Use either 5/13 ASCII or 10/26
HEX characters as WEP key. A valid ASCII-based key will be translated into a HEX-based
one. WPA(2)-PSK keys should be 64 HEX characters.

D Reset | @ Save)

Figure 2-3 Wi-Fi Setting Page
Wi-Fi Settings:
> Network Name(ESSID): Input the SSID of Wi-Fi
> Encryption: Way of encryption
>  Key: Password

Notice: After clicking the bottom right corner for saving, please wait for the page to refresh. It will be tens of
seconds to 1 minute, please be patient.

After saving, you can see the outermost Wi-Fi led flashing. That isto say, you have
successfully connected to Wi-Fi. Thus, Cloud Node configuration has completed.

5. Configure Atom’s Usage

Now that you have completed the configuration of Cloud Node, it’s the time for
Atom. If you don’t know how to useit, please click

here<http://www.seeedstudio.com/wiki/Atom Node V1.0>

When Atom isin work state, Cloud will automatically receive the sensor values of
Atom and add a deviceslist in the web configuration page and Xively. And aso, if there
is data broadcasting, Cloud will push the datato Xively.
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6. Example

To make it easier for you to use Cloud Node, here we will give you the detailed

explanation from the beginning.

| want to know the outdoor light changes 24 hours a day so that | can probably get
what time dawn and when to start getting dark. And you know, thisis avery interesting
process. You'll find that the change of nature is slow but sustained. And no matter how

long the dark night is, the light will come.

Now, suppose that you have already been able to use the Atom Node, and already
owned a Grove-Light Sensor. This morning,the CloudNodethat you bought at
Seeedstudio last week finally arrived. Youopen the package with full of hope, and deeply
attracted by the packaging of fine. It is awesome! Therefore, you can’t wait to make it

work. Well, let’s begin!
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6.1 Step 0 Sign-up Xively

Open aweb browser, type www.xively.com

& = © @ hups//xively.com
[ Raspernypi () FEX (I FRUE C1&F [) BERE [ Sython [ processing (] Temp

The Internet of Things is Open for Business.

Build your connected product, here and now.

e §
' GET STARTED ¥
¥

= — Q

Click SIGN UP at the top right corner:

L C 8 hiipaeively.com,
Rangberry® [ FRE (7 RAGE 1AM O ARSE [ frbee [ prooesing [ Tems

xwe'y PLATFORM SHOWCASE  PARTMERS DEVELOPER CENTER

1 SignUp

Tell us a linle bit about yourself

What describos you bes?
Describes
Pick me

Full Name
Organization

Country
Unted 5

Fill in the relevant information to compl ete the registration.

After that, enter the email that you chose while registering. There is aletter from

Xively. Click on the link inside to finish the registration.

Then, you need to log in www.xively.com again. Click the Login button, input the

information you typed just now. Click Login again. Thus, you are on the page of Xively.



In this way, you have already completed the registration of Xively. Next, here we need
an APIKey. Just move your mouse cursor to the top right corner of the user name, there
will pop-up adrop-down box. What you need to do is click MASTER KERS botton.

Start connecting devices

Here will pop-up this:

) OAUTH APPS 5] LoGouT

A Master APl Keys

Master APl Keys are account-level that

EZZEM Master API Keys v
edit other

them ¢

can access any object.

vith private access permission can list and

change their permissions (including giving

ys as well

=F permission).

te device and channel specific keys in the Developer

=+ Add Master Key

Click

10
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SETTINGS P MASTER KEYS OAUTH APPS LOGOUT

# Master APl Keys

Master APl Keys are account-level that can access any object

EZILZr) Master API Keys with private access permission can list and
edit other keys as well as change their permissions (including giving
them greater permission).

You can create device and channel specific keys in the Developer
Workbench.

Add Key

Label required

Cloud_test

Permissions required
Read Create Update Delete

Private Feeds

[ Access private feeds

Add advanced restrictions

" Add Key Cancel

Fill inaname that you like, choose any options you like under Permissions. And

finaly, click Add Key.

11
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A Master API Keys

Master APl Keys are account-level that can access any object.
KL Master API Keys with private access permission can list and
edit other keys as well as change their permissions (including giving

them greater permission).

You can create device and channel specific keys in the Developer

Cloud_test

J7lkJHprsmIRqws7gMRTVWBJQhKNwWVIZa T Awg Qf4AVakvyU
permissions READ,UPDATE,CREATE,DELETE

== Add Master Key

Now, in this box, you can see that an APl Key has been successfully added. Actualy,
itisalong string of weird characters J7IKJ....... It will be used later.

6.2 Step 1: Configure CloudNode

Connect Cloud Node to PC with a cable: just plug one end the cable into the

computer’s Ethernet portand the other end into the Cloud's Ethernet.

Power up Cloud Node and you can see the power LED to light. About 5 seconds | ater,
theinit LED will light. Then, about 1 minute later, theinit LED will go out. That isto say,

theinitialization is completed. Now, you can proceed to the next step.

Note: When you are waiting for the init light go out, please leave out the other lights' flashing state.

After starting up the CloudNode, open the web browser and type 192.168.255.1,
click enter button. You can log in to CloudNode configuration page.

12
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€& 2 Q' [1192.168.255.1/cgi-binflucifwifi
[ Raspbernypi () $82 (O FFMLE () @8 () AEFE [ Pthon [ processing [ Temp

DRS00

C

sensor

Wifi
Here you can configure installed wifi devices.

| Netwark Name (ESSID)

Type the Wi-Fi SSID in the column of Network Name(ESSID), select the encryption
method and input Key. Finally, click Save.

QT OO XL L

sensor wifi Interfaces System Syslog DDNS Upgrade
]
Wifi
Here you can configure installed wifi devices.
Network Name (ESSID) [SEEEDWKT |
Encryption ‘ WPA2-PSK Izl
Key 1%9010510
40bit/104bit WEP is autodetected based on key length. Use either 5/13 ASCII or 10/26 HEX characters as
WEP key. A valid ASCII-based key will be translated into a HEX-based one. WPA(2)-PSK keys should be 64 HEX
characters.

Wait for the page to refresh. After that, try to log on www.google.com. Successfully

login means that your configuration is success. Otherwise, please check whether you
have inputted the information right or not.

Next, let’s set Sensor. Please click the Sensor button.

€ = € [} 192.168.1.105/cgi-bin/luci/sensor
() Raspbern® (0 PAR () 78LE () ®E () SERE [ Python [ processing [ Temp.

ORAGINO

fvarfiog/sansor jog
“

10T Server Configure

Enable 10T Service il

o7 Servce
e e B A v

APL Key LY
Title

You need to fill in the APl Key and Title. Just copy the APIKEY that we have

13
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mentioned in Step 0 to this page.

Fill inaname asyou like to be the Title. Here we choose Cloud_Node. Later, you

will use the name.

Click Save at the bottom right corner to complete the configuration, and wait for

completing page refresh.
= @ O A L !
® > = NS A o
sensor wifi Interfaces System Syslog DDNS Upgrade
Sensor Settings
Configure Sensors for Dragino
""" General Settings
Save Sensor Data to Local File?
Sensor Data Location fvar/log/sensor.log
Debug
------ IoT Server Configure
Enable ToT Service
IoT Service [xively v]
Internet Connection to xively.com Up
API Key [eN9-_patVxSGPEIO-elx3yEyuSAKx5L0TkV]
Title [Cloud_Mode |

14
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6.3 Step 2 Configure AtomNode

Connect Grove-Light Sensor to Atom Node.

Open your mobile phone’s APP to configure Atom.After the configuration, The Atom

will broadcast the data every seconds.

After completing configuration, Atom Node started broadcasting data. While the
Cloud Node receives the data via the Xbee compatible module, it will automatically
created a deviceafter receiving the data, and then, automatically pushed the datato
Xively.

15
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Put the configured Atom Node onto the balcony or window sill, and keep it under the
outdoor light. That's al!

16



6.4 Step 3 Check the Device List
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Enter the web page configuration end, click Sensor. And you will see that the Light

Sensor’s List has aready existed in Cloud’'s Device List.

Sensor Settings

Configure Sensors for Dragino

General Settings

Save Sensor Data to Local File?

Sensor Data Location /var/log/sensor.log

Debug

TIoT Server Configure

Enable 10T Service

IoT Service |x|ve|y V|
Internet Connection to xively.com Up

API Key [eNS-_pdtVxSGPEID-eXx3yvEyuSAKXELO kY]
Title [Cloud_Node ]
Devices List

Below devices are connected to Dragino

Device ID: 3

Sensor Name Grove - Light Sensor

Actuator Name

POST URL https://api.xively.com/v2/feeds/938135853/datastreams/Grove-LightSensor/datapoints

At the same time, Xively has been added to this device. Now, switch to Xively
interface. Then, click the DEVELOP button for starting connecting devices and adding
device.

+ c E wively.com.
AT FAE -y L ] Pythan

xivel'y <, peveLor MANAGE DEVELOPER CENTER q 1

<» Development Devices

i ?

Start connecting devices

You can see this at the bottom of the page.

Legacy Feeds

Title Last Updated

-

Cloud_Node_3

It means that Cloud.Node has already added this device to Xively. If you want to get

the datainside, please click Cloud_Node 3.

17
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xively DEVELOPER CENTER

by LegMeln

Cloud_Node_3 ~

https/ixively. com/feeds/938135853

Public Feed https//apixively.comiv2/feeds/938135853
Channels an hour age Request Log Il Psuse
Grove-LightSensor 432.00

11 minutes ago

A Edit [ Delete
API Keys
== Add Channel
4+ Add Key

Thus, you can get the data that we uploaded just now. That is to say, your Cloud
Node has begun working aready. Here, we just give you a brief introduction about the
usage of Xively. Actually, Xively itself function is very powerful. You can get a deeper
understanding if you try to do something by yourself.

7. ReferencelLinks

» www.seeedstudio.com : Dragrove vendor, more info about Dragrove and its development kit

can be found here.

www.openwrt.org: Embedded linux used in Dragino.

wiki.dragino.com: General software/hardware design info for Dragino MS12

www.xively.com: A public loT RESTful server.

www.yeelink.com: A public loT RESTful server used in China.

https://github.com/reeedstudio/Cloud Dragrove: Daughter board firmware code
https://github.com/reeedstudio/Cloud Dragino Firmware: Dragino Firmware
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